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Aaron Frey

Office of the Attorney General
Consumer Protection Division
111 Sewall Street, 6™ Floor
Augusta, ME 04330

Re: Stratford University - Security Breach Notification
Dear Mr. Frey:

We are writing on behalf of our client, Stratford University (“Stratford”) (Iocated at 2900 Eisenhower
Ave, Alexandria, VA 22314), to notify you of a data security incident involving thirteen (13) Maine
residents.

Nature

On or about August 27, 2022, Stratford discovered that it was the victim of a ransomware incident that
impacted its networks and servers. After discovering the incident, Stratford engaged our firm and third-
party forensic and incident response experts to conduct a thorough investigation of the incident's nature and
scope and to assist in the remediation efforts. Such remediation efforts included the implementation of
endpoint detection and response software, password resets, and a review and audit of all accounts and
software applications for up-to-date operating systems and security patches.

Stratford concluded its initial investigation on November 11, 2022. The investigation determined that
on or about August 26, 2022, an unauthorized individual accessed Stratford’s systems and, as a result,
obtained some data, including information containing student and employee records. At that time, Stratford
began a comprehensive review of the impacted data to determine the types of protected information that
may have been exposed and to identify individuals potentially impacted by the incident. Stratford recently
determined that the incident potentially involved 13 Maine residents. Further, on or about January 20, 2023,
Stratford located the most recent contact information for these individuals.

1 By providing this notice, Stratford does not waive any rights or defenses regarding the applicability of Maine law, the applicability of the Maine
data event notification statute, or personal jurisdiction.
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The personal information obtained potentially included first and last name, phone number, address, e-
mail address, date of birth, student identification number, passport number, and Social Security number.

Notice and Stratford’s Response to the Event

On January 26, 2023, Stratford will mail a written notification to the potentially affected Maine
residents, pursuant to 10 Me. Rev. Stat. § 1348, in a substantially similar form as the enclosed letter
(attached as Exhibit A).

Additionally, Stratford is providing the potentially impacted individual the following:

Free access to credit monitoring services for one year through TransUnion;

Guidance on ways to protect against identity theft and fraud, including steps to report any suspected
activities or events of identity theft or fraud to their credit card company and/or bank;

The appropriate contact information for the consumer reporting agencies along with information
on how to obtain a free credit report and place a fraud alert and security freeze on their credit file;

A reminder to remain vigilant for incidents of fraud and identity theft by reviewing account
statements and monitoring free credit reports; and

Encouragement to contact the Federal Trade Commission and law enforcement to report attempted
or actual identity theft and fraud.

Further, Stratford provided notice to the applicable government regulators, officials, and other state
Attorneys General (as necessary).

Contact Information

If you have any questions or wish to discuss this event further, please do not hesitate to call me on my
direct dial (410) 456-2741 or email me at spollock@mcdonaldhopkins.com.

Sincerely Yours,

Aol

Spencer S. Pollock, Esq., CIPP/US, CIPM

Baltimore | Chicago | Cleveland | Columbus | Detroit | West Palm Beach
mcdonaldhopkins.com



EXHIBIT A

Baltimore | Chicago | Cleveland | Columbus | Detroit | West Palm Beach
mcdonaldhopkins.com















If you are actively seeking a new credit, loan, utility, telephone, or insurance account, you should understand that the procedures
involved in lifting a security freeze may slow your own applications for credit. You should plan ahead and lift a freeze, either
completely if you are shopping around or specifically for a certain creditor, with enough advance notice before you apply for
new credit for the lifting to take effect. You should contact a consumer reporting agency and request it to lift the freeze at least
three business days before applying. As of September 1, 2008, if you contact a consumer reporting agency by a secure electronic
method or by telephone, the consumer reporting agency should lift the freeze within fifteen minutes. You have a right to bring a
civil action against a consumer reporting agency that violates your rights under the Fair Credit Reporting and Identity Security
Act.

To place a security freeze on your credit report, you must send a request to each of the three major consumer reporting agencies:
Equifax, Experian, and TransUnion. You may contact these agencies using the contact information provided above.

Rhode Island Residents: You may contact law enforcement, such as the Rhode Island Attorney General’s Office, to report
incidents of identity theft or to learn about steps you can take to protect yourself from identity theft. You can contact the Rhode
Island Attorney General at: Rhode Island Office of the Attorney General, 150 South Main Street, Providence, Rl 02903,
www.riag.ri.gov, 401-274-4400.

As noted above, you may obtain a security freeze on your credit report to protect your privacy and ensure that credit is not
granted in your name without your knowledge. You have a right to place a “security freeze” on your credit report pursuant to
chapter 48 of title 6 of the Identity Theft Prevention Act of 2006.

The security freeze is designed to prevent credit, loans, and services from being approved in your name without your consent.
When you place a security freeze on your credit report, within five (5) business days you will be provided a personal
identification number or password to use if you choose to remove the freeze on your credit report or to temporarily authorize the
release of your credit report for a specific period of time after the freeze is in place. To provide that authorization, you must
contact the consumer reporting agency and provide all of the following:

1. The unique personal identification number or password provided by the consumer reporting agency.

2. Proper identification to verify your identity.

3. The proper information regarding the period of time for which the report shall be available to users of the credit report.

A consumer reporting agency that receives a request from a consumer to temporarily lift a freeze on a credit report shall comply
with the request no later than three (3) business days after receiving the request.

A security freeze does not apply to circumstances where you have an existing account relationship and a copy of your report is
requested by your existing creditor or its agents or affiliates for certain types of an account review, collection, fraud control, or
similar activities.

If you are actively seeking a new credit, loan, utility, telephone, or insurance account, you should understand that the procedures
involved in lifting a security freeze may slow your own applications for credit. You should plan ahead and lift a freeze -- either

completely, if you are shopping around, or specifically for a certain creditor -- with enough advance notice before you apply for
new credit for the lifting to take effect.

You have a right to bring a civil action against someone who violates your rights under the credit reporting laws. The action can
be brought against a consumer reporting agency or a user of your credit report.

To place a security freeze on your credit report, you must send a request to each of the three major consumer reporting agencies:
Equifax, Experian, and TransUnion. These agencies can be contacted using the contact information provided above.

In order to request a security freeze, you may need to provide the following information:
1. Your full name (including middle initial as well as Jr., Sr., II, 1l1, etc.);
Social Security number;
Date of birth;
Complete address;
Prior addresses;
Proof(s) of identification (state driver’s license or ID card, military identification, birth certificate, etc.);
If you are a victim of identity theft, a copy of either the police report, investigative report, or complaint to a law
enforcement agency concerning identity theft.
There were 12 Rhode Island residents impacted by this incident.
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